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Abstract

The overall aim of the project was to recover, analyse and represent the memory graph from a running program, in
such a way that other programs can use a public API to visualise the memory graph. It has achieved the following:

¢ Building an integrated plugin for an IDE that acquires and represents the memory graph of one or more
running programs, in such a way that it can be used in conjunction with existing debugging tools.

+ Exposing the representation to other plugins, through an API, with the intention of having the memory graph
displayed visualiy.

o Further developing the idea to produce nove] ways of reducing the output memory graph size by removing
certain objects, according to a set of application rules.

¢ Investigating ways in which a memory graph might be focused, particularly through identifying subjectively
important or relevant objects, providing some promising initial resuits.

Previous tools have been little more than experiments, testing the concept - this projects represents some of
the first stepa to update the methods for use with modern development environments in a generic fashion. In
particular, the efforts to transform a memory graph by selectively removing certain nodes and the research into
analysing important or relevant objects are areas of software development, research that have not previously been
investigated.
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Chapter 1

Introduction

1.1 Purpose

The current state of debugging is, in general, a very static and textual affair. Whilst for small programs, the over-
head of comprehending this representation is small, for larger programs it becomes increasingly tricky to visualise
the state and structure of a running program. By making accessible this state and structure in such a way that it
can be visualised, we can provide the programmer with a useful tool for comprehending a program. Programming,
and, in particular, debugging, is a matter of holding many features simultanecusly within your mind - by facili-
tating a graphical notation for displaying such features we can potentially increase the efficiency of the programmer.

Describing the representation of a running program is somewhat tricky. On the one hand, we wish to dispiay
as much information as possible, but on the other hand we wish to provide a simple visualisation that allows the
user to comprehend the program as easily as possible. Selecting a balance between the two is a key feature of any
potential solution.

One such solution is to introspect the state through instrumentation. Essentially, we append extra instructions at
various points throughout the code, and use these to create a model of the running program at any given time.
Introspection can occur manually or can occur through automated techniques, such as those that retrospectively
modify the source - Aspect Qrientated Programming, for example, or macros. Either way, introspection can prove
to be useful for recovering data for representing specific algorithins in specific circumstances, but the need to define
points to introspect limits the potential for a general, off-the-shelf solution. Instead, we choose to consider a more
flexible approach, by considering precisely the complete state of memory of a running program - by accessing the
heap of a given program directly. One particular representation of the memory is that of a memory graph.

1.2 Memory Graphs

Informally, a memory graph is a directed graph which represents structures stored in memory, with edges repre-
senting composition of nested structures. For example, in object-orientated languages, we might model objects as
nodes and variables inside those objects as links to associated objects. This memory graph can be presented to the
user, naturally, as a series of interlinked graphical objects. Initially, this may seem to be a diverting, but somewhat
pointless exercise. There are, however, a number of practical uses for such graphs, that could aid in the debugging
of a program, including:

¢ Visual comparison of a memory graph (or sub-section) before and after a certain line of code. We could use
this to see the effects of a method-call - for example, if the program breaks at that point. By highlighting
changes within the grapli, we can see much more rapidly what has changed.

e We can also compare two separate runs of a program at the same breakpoint - if, for example, we know a bug
has been introduced at a certain revision, we can identify how the data has changed between the two runs.

As well as aiding the debugging process, a memory graph can also clarify features of a program, particularly for
programmers working on a new project. Such benefits may include:

¢ Inspection of the composition of an object or structure
* How two given objects are related in the memory graph.

o Identifying important objects within the system.



It is a well established fact that humans more readily understand data when displayed in a graphical form. (Diehl,
2007) Memory Graphs provide us with a way of visualising the data stored in a running program - in a way that
can more readily transfer information about the in-depth workings of the current run of a program than a simple
list of objects ever would.

However, the standard memory graph, whilst working well on small systems, can quickly become conceptually
overcrowded as the complexity of the software in hand increases. This is unfortunate, since this kind of graphical
structure is particularly valuable when attempting to debug systems where the conceptual overhead is high. So we
also wish to find ways in which we might make the memory graph a more usable proposition in practice.

1.3 Prior work

The idea of developing memory graphs is not new. The DDD tool provides a graphical front end for the GDB
debugger. However, it only displays limited views of the memory graph - each aobject has to be selectively dis-
played by the user, a tedious process for large graphs. Zimmermann and Zeller (2001) create memory graphs based
upon programs written in C. This was created as a stand-alone tool, developed on top of a standard debugger,
in this case GDB. By developing for C, they had to contend with representing a number of different data-structures.

Potanin et al. (2004) concentrated on the analysis of memory graphs, and their work will be useful in identi-
fying further advancements to the concept. They were focused on the Java ecosystem, and utilised the HPROF
{Heap Profiler) feature of the JVMPI (Java Virtual Machine Profiler Interface). This profiling tool produced a
dump that represents the heap of the running program, that they then analysed. The analysis consisted of a num-
ber of different features from & variety of different practical Java programs. These features included the concept of
unique objects, confined chjects and object ownership.

1.4 Aims

The purpose of the project is, therefore, to produce a tool that will facilitate the practical use of memory graphs
within software development. The intention is to produce a modern development tool for the Java language in
the form of an integrated IDE plugin that will provide real-time access to memory graph related tools. Java was
chosen as the base language due to its widespread popularity, relatively simple memary structure and vast array of
comprehensive IDE’s, with easily accessible debugging and extension mechanisms. By choosing integrated develop-
ment environments, we can utilise the compact and interconnected nature to produce simple and generic solutions,
that do not require external libraries such as HPROF or potentially incomplete analysis based methods.

The are a number of specific features that we will aim to implement. Firstly, we would like to be able to produce
memory graphs at every suspension in the code. Thus, the state of the memory graph should match that of other
debugging tools within the IDE. This should allow the comparison of states between two breakpoints. Identifying
new and changed objects on each suspension is also an important feature to implement.

As well as representing besic memory graphs at key points in the debugging cycle, we would like to research
and enable further developments to improve the practical use of such graphs, such as scaling and focusing. One of
the primary mechanisms we intend to investigate, for the limiting or focusing a memory graph, is the identification
of important or useful objects throughout the code. The idea of important objects is somewhat personal, which
provides an interesting challenge. We will be dealing with a very much empirical approach to the problem, and,
thus, we would like to investigate solutions that might provide a flexible or responsive solution. In particular, a
simple approach that appeals to a best-fit heuristic - a heuristic that might be appropriate for a number of common
cases - might be most suited as a initial route of investigation.



Chapter 2

Definitions and Descriptions

2.1 The Java language and the Java Virtual Machine

This project is focused on the Java language and the implementation provided by the Java Virtnal Machine. There
are a number of features of this framework that it is useful to describe before continuing. A basic knowledge of the
structure of object orientated languages, and in particular Java is assumed.

The Java virtual machine deals in two distinct parent types for variables - Primitive Types and Reference
Types. Primitive types refer to values directly referenced - the value is stored in the area of memory allocated to
that particular instance of the type. These include in-built types such as numeric types like int and float, as well
as boolean.

Reference types involve some degree of indirection - they represent a reference to the memory location holding
the relevant instance. In the case of the JVM, references refer to objects created within the scope of the program.
In particular, they allow multiple variables to point to the same memory location.

Primarily, we will be discussing reference types within this project, since they most naturally translate to a memory
graph structure. However, we do discuss the adaption of the techniques to represent primitive types in Sections
3.2.3 and 4.3.

2.2 Further Application

Although the specifics given are related to Java and the JVM, many of the concepts here could be translated to
a large nimber of different langusges. In particular, many object-orientated languages have similar core concepts.
C# has a similar system dealing with primitive types (called value types in the .NET framework) and reference
types. It is, however, important to note that objects are not the only way to represent nested data structures -
essentially, we only require a container for references to other containers, or pure data. C structs and ML records
both provide an alternative way of structuring data - data, or references, are stored within the structure, creating
a similar container.

2.3 Definitions

The aim of the overall project is to recover, analyse and represent the memory graph from a running program.
Informally, & memory graph is a graph representing the memory currently in use by a running program. Each
object within the system is represented as a node on the graph. Each variable inside an object is represented
as an edge from the variables owner object to the object the variable refers to. In this way, we can create an
interconnected graph, representing all structures currently in memory.

We will first give a simplified definition of a memory graph, to provide an understanding for the nature of the
system. We also include formal definitions for a number of terms we considered or used through the project. We
will then adapt this memory graph with improvements, specifically suited towards Java and our system. Justi-
fication and description for these improvements will be provided in Chapters 3 and 4. Although the concepts
throughout are broadly language agnostic, the specifics given here are tailored to the Java language and virtual
machine. One specific for this first definition is the way that we treat all variables as references, since this simplifies
the graph.



2.3.1 Simple Memory Graph

The formal definition given below is & slightly adapted version of that described in Diehl (2007). We have also
borrowed from Zimmermann and Zeller (2001), which describes an abstract memory graph for use with C. This
is based upon an object orientated language. It is possible to generalise this concept further - to talk about data
structures, say, and access paths between them - but this is beyond the scope of this project.

Definition 1: A memory graph

A memory graph is the tuple (N, E,root) where N represents the nodes of the graph (the objects), E repre-
sents the edges (the variables) and root represent the root of the graph.

Let S be the group of stack frames from the threads associated with this program. Thus, let Vs be the set
of objects represented by the variables in the set of stack frames. Let V, be the set of objects represented by the
variables within object o.

We define the nodes and the edges of the graph as follows:
e root is an arbitrarily created node
¢ N is the set of all nodes in E.
s (root,0) € E, where o € Vg,

e (01,02) € Eiff 03 € V,, and Jo.{0,01) € E

2,3.2 Adapted Memory Graph

At this stage, we make a number of adaptions. We add support for dealing with certain types differently. We
add support for treating certain types as so called “primitives” - storing them as a separate set of edges. We also
include rules for which variables we consider when traversing the existing structure. The folding section describes
the mechanism in detail. We also consider the application of importance, by annotating the graph.

2.3.3 Memory Slices

Informally, a memory slice is described as a subgraph, or “slice”, of the memory graph. We can describe a number
of different types of slices, based upon what we might find useful.

The first is a forward memory slice. This essentially represents the graph of all objects “reachable” from a given
object. We consider a broad definition of reachable, ignoring scope modifiers and simply treating all variable links
a traversable. This, we believe, is relevant enough for our purposes. This is useful to see the scope of a given
object, as well as easily representing subgraphs in a sensible manner.

Definition 2: Forward Memory Slice

Let o be the object we wish to forward slice on, and M be the memory graph which we wish to slice on, where
M = (N, E,root). We can then define the forward memory slice to be a new memory graph of the form:

Sr(0) = (N1, £1,0)

where E; = {{01,02)|0 —" 0: and {01,02) € E}
and NV, is the set of nodes in E,

{Diehl, 2007)
We can also define a backward memory slice in a similar fashion:
Definition 3: Backward Memory Slice

Let o be the object we wish to backward slice on, and M be the memory graph which we wish to slice on,
where M = (N, E, root). We can then define the backward memory slice to be a new memory graph of the form:

Splo) = (N1, E;,0)
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where E; = {(01,02){o2 =" 0 and (0, ;) € E}

and N, is the set of nodes in E,

(Diehl, 2007)

2.3.4 Object Depth

The depth of an object from & given scope is defined as the shortest number of edges we have to traverse to reach
the object - the shortest path. We can define the current “scope” in a number of ways - however, with our current
memory graph formulation we would consider it as the distance from the root node.

2.3.5 Object Ownership

An object is counted as the “owner” of another child object if and only if all paths from the child to the root
node travel through the owner. Identifying important owners of objects throughout the graph might help in, say,
collapsing certain parts of the graph that may be currently irrelevant, or may be summarised by that one owner
object.

2.3.6 Other Interesting Concepts

There are a number of other concepts that may be of interest. In particular, concepts related to graph theory -
imcluding categorisation and clarification - may be beneficial in focusing or scaling. Strongly connected components
are one particularly interesting ares of investigation (Cormen et al. (2001) details the technique). Using this, we
could attempt to identify parts of the memory graph that are reliant or connected, and thus help focus or hide
certain parts of the graph. Whilst this project may not investigate such concepts, they might provide an interesting
area for expansion and clarification.
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Chapter 3

Creating Memory Graphs in the Eclipse
Development Framework

3.1 Analysis and Design
3.1.1 Eclipse

Eclipse is an open-source community whose projects are aimed at creating an open platform for software devel-
opment. The Eclipse platform provides an integrated development environment (IDE} that has comprehensive
support for many languages, including Java, as well as advanced features such as integrated debugging and a
complete plug-in development structure. It is also one of the most popular IDE’s available today.

One of the features of the Fclipse framework that was attractive for developing this project was the accessi-
bility of the debugging mechanism. This provides a standard API for accessing debugging information for the
running programs within the IDE - informaticn that can be accessed from other plugins. It includes access to the
stack frames, the local variables in each stack frame, and the contents of each object. This provides clear benefits
over more complex techniques - such as requiring external libraries to access the runtime heap or performing code
based introspection to discover runtime data. It also allows tighter IDE integration, a feature that aids the ease
with which it might be used.

There were a few more practical complexities that had to be considered in any design. Firstly, the Eclipse frame-
work allows for multiple programs to debugged simultaneously. Each program, in Eclipse parlance, is described as
o “target”. Each target could include a number of threads running at any one time. We had to include a system
for identifying each separate target, and devise & way to represent this information to clients.

Each DebugTarget represents a collection of threads, themselves representing a collection of stack frames. The
stack frames represent the calling history of the thread, and allows the identification of all objects currently within
the scope of the running thread. A stack frame provides access to the variables in that stack frame. Each vari-
able contains a link to the value the variable represents and some contextual information, such as the meaningful
identifier given to the variable by the programmer. Recovering the value of the variable facilitates the recursive
identification of new variables, and thus the memory graph.

3.1.2 Architecture

One feature the debugging API does not provide is a direct mapping to our intended representation - a memory
graph. The project itself was therefore one of two halves: firstly, a plugin that exposed the debug mechanism as a
memory praph (hereafter called the DebugModel plugin), and secondly, a plugin that provided a visual represen-
tation of that graph. This report describes the former, and so only passing mention will be made about the visual
representations.

We decided to use the MVC (Model-View-Controller) framework - segregating the construction of the model
from the view in such a way that we would be able to develop each independently, and so that the model itself is
reusable with other views. A diagram showing our overall architecture is included in Figure 3.1. This allows far
more flexibility than any method that combined the debugging section with the view itself. The uncoupled nature
of the two sections will allow further development on different forms of view at a later point in time.



Another benefit of implementing loose coupling between the view and the model is that a pumber of views can be
used simultaneously. This would potentially allow the development of specialist views, as well as general purpose
interfaces. This might include views tailored to particular contexts - or highlighting specific areas - or adapted for
particular user interface mechanisins. This will potentially increase the utility of the DebugModel.

T View Two
View One (3D Graph) View Three
(2D Graph) (Tree View)
DebugModel
Controller One Controller Two
‘ (User Interface) (Debug Notify)
\ |

Figure 3.1: MVC Architecture used in the system. Includes some examples of the kinds of view and controller that
would interact with the DebugModel.

3.1.3 Design

The brief, therefore, was to build a plugin that would encapsulate the existing debug framework, exposing a mem-
ory graph via an API that would allow any view to register, and thereafter get notification updates.

A pumber of adaptions were necessary due to the nature of the pre-existing Eclipse debug framework. The
API provides no mechanism to discover objects being instantiated or garbage collected, and so we had to rely on
querying the APT at regular intervals. Since the likely use case is similar to other debugging tools, we considered
that it would also be used during suspension - caused, perhaps, by something like a breakpoint. However, we
acknowledge that a more complete solution might involve monitoring the heap in a more direct manner, which
would improve the efficiency of the analysis.

The design of the memory graph adapter therefore became clear. We would write a plugin that stored a memory
graph, which would updated when notification of suspension arrived from the Eclipse debugger. Our aim through-
out. was to provide a flexible framework for memory graph creation, that could then be adapted to include further
enhancements to the original concept.

The chosen architecture is shown in the simplified UML diagram (Figure 3.2). We represent each target as a
separate memory graph. Each memory graph is wrapped in a container, defined as a DebugModel. Each Debug-
Model consists of a nuraber of DebugObjects, each of which represents an object within the scope of the threads of







We have chosen to implement method two, primarily since it provided an adeguate balance between performance
and fexibility, whilst still being relatively simple to code. However, further research might consider the third
algorithm to be either more flexible or indeed have improved performance for certain operations. Once the system
is fully functioning, empirical tests might consider benchmarking the various mechanisms against large or common
programs, in addition to some calculations on the nature of the efficiency of each operation.

3.2.3 Primitive values

The Java Virtual Machine (JVM) provides two distinct methods of representing values, as mentioned in Chapter
2. Values can be represented as objects, stored on the heap, and referred to by references or stored by value, in
situ. The code we have given above only deals with objects - we do not deal with the case of primitive values.

For our initial construction, we decided to ignore primitive values, to produce a simplified initial program. After
producing an initial solution, we expanded it to include primitive values. We implemented a mechanism whereby
we treated primitives simply as objects with no variables. However, this did have its downsides - each number,
character or other primitive used in the program was represented as an object and, in a large program, many may
be used. This creates a rather more complex graph than previously, with many unhelpful links. In particular, if
two ohjects have the primitive “2” as a variable, both will now include & link to the number “2”. Intuitively, we
would expect this to be unnecessary - whilst we would like to be able to represent values, we maybe do not want
to consider them as part of the complete memory graph. It is useful to note that this problem is not necessarily
limited to primitives - primitive wrappers (such as the Integer, Douhle etc. classes) also have this issue.

Our mitial solution was to provide a configuration option, allowing the user to decide whether to view primi-
tives or not. However, we developed a number of others solutions to this problem, which we describe in detail in
the next chapter.

3.2.4 Model Interaction

All this information is no good in isolation. We must provide a mechanism to allow any view to receive a notifica-
tion when the model has been updated. For this, we use the Observer pattern (see Gamma et al. (1995)), which
allows any number of views to register with the model, and thereafter receive updates. This is ideal, as we want
to be able to run muitiple different views from the same model.

‘We also provide interaction through a numher of different controllers. Each view may implement a controller
specific to that view. By interacting with each model, the view can update the state of the model on the fiy.
This might include functions for limiting the graph size, such as those described in the next chapter. We also
provide a preference controller, which allows global configuration changes - settings which will apply across all
models. For this we have used the Eclipse in-built preference panel features. By providing configuration options
in a conventional place, we improve the usability for the user.
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Chapter 4

Making a memory graph more usable

As we have previously commented, there are a number of usability problems with the existing representation of
memory graphs. One of the primary problems with the method described so far is with the sheer size of the graph
space involved in anything more than a trivial program. Even moderately sized programs will have thousands of
objects - and larger programg will range into the hundreds of thousands of objects. (Potanin et al., 2004)

A secondary problem is that of lack of clarity amongst the displayed objects. Qur graph is easily muddled by
primitive values, library data structures and other language complexities. Ideally, we would like to allow the user
to abstract away from these complexities, and provide a clear notion of the intention of the program - an intention
that might otherwise be obscured hy the quirks of the language.

It is important to note that there is no “silver bullet” when considering improvements to the performance or
usability of & memory graph - there is no single solution to solve either of these problems. The problems primarily
span from the complexity of the source of the information - the program itself, Attempting to place order on top
of a complex graph, representing many nodes, will always be conceptually challenging. Therefore, what we must
provide is & number of stnaller changes that, when combined, may improve the usability. In particular, we wigh to
reduce the complexity by aiding the user in ordering and focusing the vast amounts of data.

4.1 Focusing and Scaling

One of the easiest ways to tackle the vast-space problem is to minimise the portion of the graph you wish to
visualise. Essentially, we are trying to manage the users screen estate, either by limiting the focus, or by drawing
the eye to certain objects. We can do this in a number of ways. Either we can reduce the graph space (scaling) -
either automatically, or on user input - or we can identify objects the user might want to look at (focusing).

A simple method would be to introduce something like a depth traversal limnit, where we only traverse so many
objects. This, however, is & quite imprecise measure - what if we remove important objects? Another way might be
to utilise specific slices, allowing the user to select an object, and perform a forward-slice or backward-slice. (See
2.3.3 for definitions of forward and backward slicing). This would certainly provide a useful focusing mechanism.
But how might the user identify which objects they wish to focus on?

A simple method we implemented was to identify recently changed objects. The DebugModel provides each
view with a list of deleted/changed/new objects on each iteration. These are undoubtably helpful - if we have
crested a breskpoint at a certain line, then we may be interested in seeing the effects of that line, and recovering
the changed /new objects will certainly aid that. The view can then relay these to a user, allowing them to identify
objects they are likely to want to focus on.

4.2 Identifying Importance

4.2.1 Motivation

So far we have only described methods that either require naive limitations or specific user input. Thus, we would
like some method for identifying relevant parts of a program, which in turn allow us to expand and highlight useful
sections for the user.
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Set<IDebugObject> objectLinks =
debugObject.objectLinks (). keySet ();

assertEquals (2, objectLinks.size(});

asgsertTrue (objectLinks.contains (debugOhjectOne));

assertTrue(objectLinks.contains (debugObjectTwo)};

boolean one = false, two = false;
for {1DebugObject object : objectLinks) {
if {object.equals(debugObjectOne)) {
assertEquals{underlyinglinkOne, object.getValue());
one = true;
} else if (object.equals(debugObjectTwo)) {
assertEquals (underlyinglinkTwo, object.getValue());
two = true;
} else {
fail ("We've_found.an.item.in.the_object_list .that.we_didn’t_put.in.”});

}
}

assertEquals (2, objectLinks.size ());
assertTrue (" Object .one_was.not.found", one);
assertTrue (" Object _two_was_not_found”, two);
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