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Abstract

Web Services is an important new XML-based architecture in vhich security
is increasingly important. The WS-Security speci cation de nes mechanisms for
securing the SOAP messages. We show how those messages canmspped to
Casper notation and therefore be analysed with FDR. We show wo attacks on
proposed protocols and lastly discuss informally some rangations of the use of
the WS-Security speci cation.

1 Introduction

Web Services is an XML-based architecture that has been del@ped in order to make the
coupling between distributed components looser. In the lasfew years, with the growth
of the popularity and importance of the Web Services architeture, more and more
standards have been de ned for extending the functionalityand for dealing with di erent
concerns. Due to its growing importance, Web Services reqes rigorous security.

A common way for achieving it is relying on a secure transportlayer, typically SSL
as was studied and analysed in [3]. Apart from the fact that this technique provides
security only in a secure channel (and not in les or databass), it does not correspond
with the WS architecture in which the intermediaries can manipulate the message on
its way. Once using a secure transport layer intermediariesare not able to control the
messages.

A more suitable way is using the WS-Security speci cation [] that by using the
XML-signature [7] and XML-encryption [8] speci cations, d eals with and de nes stan-
dards and ways of securing SOAP messages [6] without relyingn a secure transport
layer. In e ect it creates a new sphere for cryptographic prdocols in terms of design
and implementation.

The theoretical community has been very successful in the & decade in developing
methods for analysing cryptographic protocols. One of thes, based upon Hoare's CSP
[10] is Casper [15], supported by the FDR re nement checkerJ7]. This approach has
proved to be very successful for modelling security protods: rstly in nding attacks
(e.g. [14] and [16]) and more recently providing general profs (e.g. [4].) This paper
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reports the preliminary results of an exercise in applying Gsper to check Web services
protocols secured by the WS-Security speci cations. The oly comparable work we are
aware of is that of [2].

Our paper is structured as follows. In Section 2 we give shoroverview of Web
Services. In Section 3 we indicate how the syntax of a SOAP mesage that uses the
WS-Security may be transformed into Casper input. In Section 4 we show some results
on the examples from [13], in particular, demonstrating tworelated attacks. In section
5 we discuss some re ections of using WS-Security. Finally @ conclude and give the
outline of our planned work in this area.

We recognise that our work is at an early stage, but given our sccess (see 4) in
nding attacks on a proposed standard protocols, we feel it § appropriate to publish
this version.

2 Web Services Background

2.1 Motivation

In IT today one often faces the need to integrate di erent computing systems within
an organization, perhaps even running on di erent platforms, for consolidated decision
making or central monitoring.

The integration task is frequently challenging, largely due to the fact that tradi-
tional application are statically bound, namely the parameters, objects' types and the
programming language are agreed upon during their individal designs. Service Ori-
ented Architecture is a concept which addresses this issue.

2.2 SOA - Service Oriented Architecture

\SOA is an approach to build distributed systems that deliver application
functionality as services to end user applications or to bud other ser-
vices"(IBM).

A service is a package of functions the do not depend on the ctext or state of other
services. Each service can publish its functionality, whié other services are capable of
discovering and binding dynamically to this functionality .

Web Services adopt the SOA concept using XML-based messagaykr (called SOAP)
and can use any transport layer such as HTTP [18] and SMTP [12] The main signi -
cance of Web Services technology is that is has been embracby the entire industry.

2.3 SOAP - Simple Object Access Protocol

SOAP was proposed originally by Microsoft and DevelopMento to provide a way to
package information using XML for exchange between dierem computing systems.
Today it is a W3C recommendation.

A SOAP message consists of two main parts:

Header is an open element for extra application requirement. It is tsed by other
speci cations for expanding SOAP. For example, it can contan information about
routing, context or security.



Body contains the main applicative payload and can also include a optional fault
element.

In addition, the SOAP speci cation de nes how to exercise intermediaries and RPC
conventions for allowing a client to call a remote function wsing the SOAP mechanism.

3 Modelling WS-Security protocols

In common with most modern work on cryptographic protocols, we study the WSS ones
using the Dolev-Yao model [9]. In this model the network is cotrolled by the intruder
who has the following abilities when attacking a setT of trusted agents. (i) overhearing
all the messages owing through the network, (ii) intercepting messages, (iii) faking
messages based on what he knows limited only by cryptographynd (iv) behaving as
any agent outside of T. This model is particularly appropriate in the Internet con text
of Web Services, since there is no sense in which users haveyarontrol over the medium
which connects them. We claim that in this model the syntax of the SOAP message
has relatively! little e ect on the security of the protocol and therefore an abstracted
view of the protocol (in the way we will present here) taken that it encapsulates all the
security elements, provides an accurate model.

We construct a mapping from SOAP messages to Casper input, such that if a
WS-security protocol contains the messagems; m»::;; my then,

1. If an attack is found on (mq); (my);:::; (mp) then a corresponding attack can
be reproduced onmy; my;:::;mp
2. Ifan attack exists onmy; my;:::;mp thenitalso existson (mi); (my);:::; (Mp)

We suggest that if the intruder possesses (m), then he can create (perhaps with some
reasonable guesses) a messagé which has the same security behaviour asn. Further-
more, the security checks performed during the execution othe original protocol are
equivalent to those in the abstracted protocol.

The rst property can be achieved by de ning  *. In case an attack is found in the
model then ! can be used to map it back to the original protocol space. We idicate
briey how ! can be constructed.

More important of the above properties is (2), since we de niely do not want to
generate a false \proof" of correctness using the translatin.

3.1 Constructing

In this preliminary study we address relatively simple WS-Security protocols; in par-
ticular we will assume for now that the messages contain onha security header and a
body. Furthermore, we will also assume that encryption can ke performed only in the
body. In future work we will extend such that it will support more complex messages.
For clarity, we will use an example taken from [13] to demonstate the way  works.
For convenience, we have removed thBlamespace$rom the message (creates no ambigu-
ity since we are dealing here only with security related infomation items). In addition,

1An interesting way in which SOAP can help will be discussed la ter, but in fact this just increases
the faithfulness of the translation described below.



since the TimeStampelement is ignored in the proposed protocol we have also remed
it. The following message is the rst of a protocol. We will see the rest of the protocol,
and its purpose, later.

In the following the values BV1:::;BV6denote boolean strings holding data (signa-
tures, encryptions, etc).

<Envelope>
<Header>
<Security mustUnderstand="1">
<BinarySecurityToken ValueType="x509v3" Id="myCert"> B V1
</BinarySecurity Token>
<Signature>
<SignedInfo>
<CanonicalizationMethod Algorithm=.... />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/0 9/xmldsig\#rsa-shal"/>
<Reference URI="#body">
<Transforms>
<Transform Algorithm=.... />
</Transforms>
<DigestMethod Algorithm=... />
<DigestValue> BV2 </DigestValue>
</Reference>
</Signedinfo>
<SignatureValue> BV3 </SignatureValue>
<KeylInfo>
<SecurityTokenReference>
<Reference URI="#myCert" />
</SecurityTokenReference>
</KeylInfo>
</Signature>
<EncryptedKey>
<EncryptedMethod Algorithm="http://www.w3.0rg/2001/0 4/xmlenc#rsa-1_5"/>
<Keylnfo>
<SecurityTokenReference>
<Keyldentifier ValueType="X509v3"> BV4
</Keyldentifier>
</SecurityTokenReference>
</Keylnfo>
<CipherData>
<CipherValue> BV5 </CipherValue>
</CipherData>
<ReferenceList>
<DataReference URI="#enc" />
</ReferenceList>
</EncryptedKey>
</Security>
</Header>
<Body Id="body">
<EncryptedData Id="enc" Type="http://www.w3.0rg/2001/ 04/xmlenc#content">
<EncryptedMethod Algorithm="http://www.w3.0rg/2001/0 4/xmlenc#tripledes-cbc" />
<CipherData>
<CipherValue> BV6 </CipherValue>



</CipherData>
</EncryptedData>
</Body>
</Envelope>
Message: M

The syntax and content of messageM are built from BV1-BV6using the structuring
mechanisms of XML complying to the Web Services Security spe cation.

The crucial observation we make is that anyone who possesst® valuesBV1::BV6
in fact possesses the entire message from the point of view eEcurity, since all of
the structuring mechanisms and other values such as URL's & essentially public and
guessable. In particular an intruder who possesses these luas can create the whole
message. We conclude that, from the point of view of maintaimg security, it is only
these values that can matter.

Furthermore, careful inspection reveals thatBV1and BV4are not really secret at all
and we would expect any attacker to possess them since they eupublic certi cates. So
in fact the only \novel" parts of Mare (BV2, BV3, BV5, BV6). The rest of the syntax
simply puts them in context and indicates what they are.

What we will therefore do is demonstrate a mapping which reducesMto a repre-
sentation of this quadruple, presenting them in the form usel by Casper.

We now de ne the function . However the de nition of we present in this paper
does not cover all structures de ned by [7, 1, 8] (for examplewe do not deal here
with all the Security and Keylnfo optional children de ned by [7]). Nevertheless,
our de nition is adequate for the protocols presented in this paper. We will provide a
complete de nition in a later paper.

We adopt the following general principles:

can be applied to a valid, parsed XML document (we use the XML nfoset
recommendation [5])

is a mapping that works on an element information item as a furction of its
children.

Note that might ignore children when they are not important security-wise.

Since cannot comprehend some of the elements' content (e.g. bingrdata) it
uses the function that \knows" the protocol speci cation to retrieve the nece ssary
information that needs. The automated version of will have to get as an input some
information about the protocol speci cation so that  will be able to work as described
later. In addition, since  might return di erent outputs for the same input depending
on its context, is also used to retrieve the context. More details are givendter in this
paper.

3.1.1 Envelope element

The result of applying to the Envelope element is the Envelope element's children
list where is applied to every element in the list. In the Example.

(M) = (hHeaderi:::hFHeaderi); (hBodyi:::h-Bodyi):



The inverse of in this case is obvious. The original message can be constiied by

putting the elements from the sequence one after the other iside an envelope. Note
that di erent messages can be semantically equivalent beaase the order of the element
does not necessarily change the semantic of the message. Ocan observe that the
abstracted messages will be semantically equivalent as wel

3.1.2 Header element

In a similar way creates a sequence of the children of theleader element.

(PHeaderi ::heHeaderi) =  (Child;); (Childp):::: (Childy)

3.1.3 Security element

is de ned very similarly when it is applied to the Security element, except for a slight
change which is swapping the signature and the encryption eiments. The reason for this
swap is that [1] speci es that if the designer of the message ants to sign an element after
encrypting it, the Signature element should be followed by theEncryption element
and vice versa (i.e. the order of the operation is right to lef) Since works from left
to right we need to swap their places to preserve the semants

(hSecurityi:::h=Securityi) = (hBinarySecurityTokeni:::h=BinarySecurityTokeni);
(FEncryptedKeyi :::hFEncryptedKeyi); (hSignaturei :::h=Signaturei)

Again, the inverse of can be constructed similarly to the way it was constructed in
3.1.1.

3.1.4 BinarySecurityToken element

The BinarySecurityToken contains binary data. The ValueType attribute indicates
what is encoded (e.g. X.509 certi cate or Kerberos ticket.) In the example the BinarySecurityToken
contains X.509 certi cate. In this case, since the certi cate is public, there is no need
to model it. Therefore, the function will not return a value in this case.
When the X.509 BinarySecurityToken is referred to by another element, returns
the public or the secret key corresponding to the certi cate

(Ref) = fA; PK (A)gsk (ca)
(Ref:ENC) = PK (A)
(Ref:SIG) = SK(A)

Here, Ref is the value of theld attribute of the BinarySecurityToken
and A = (MBinarySecurityToken:::i:::heBinarySecurityTokeni).

is responsible for returning the identity of the holder of the certi cate. When
automating and , will not be designed to extrapolate the identity of the certi cate
holder out of the binary data. Instead will create (with user assistance if necessary) a
symbolic name for a typical agent in this role of the protocol



3.1.5 Signature element

The function creates an abstracted signature of theSignature element in the following
way.
(hSignaturei :::h=Signaturei) = f (hReference::i:::h-Referencd);
(hReference::i:::hFReferencd):::g (rkeyinfo i::heKeyinfo i:SIG)
3.1.6 Reference element

We are distinguishing between two cases. The rst is when theReference is obliged to
contain the DigestMethod element (when it appears in the signature element by [7])

(hReference URI =" Ref"i:::hFReferencd) = (DigestMethod)( (Ref))
In the rest of the cases,

(hReference URI =" Ref"=i) = (Ref)

(hReference URI =" Ref"=i;ENC) = (Ref;ENC)

(hReference URI =" Ref"=i;SIG) = (Ref; SIG)
3.1.7 DigestMethod element

In this case returns the name of the abstracted hash function. See [15] fadetails of
abstracting hash functions. In our example:

(hDigestMethod algorithm =\ http : ==www:w3:0rg=2000=09=xmldsig# shal"=i) = shal

3.1.8 KeylInfo element

The function returns the abstracted key that the KeyInfo represents. Here are two
examples of possible scenarios:

(hKeylnfoi:::hFKeyInfoi; T) = (hSecurityTokenReference:::h=SecurityTokenReference; T)
or
(hKeylInfoi:::hFKeyInfoi; T) = (HKKeyNamei:::hFKeyNamei;T)

3.1.9 SecurityTokenReference element

The SecurityTokenReference provides a way for referencing a security token by direct
reference, key identi er, key names and embedded referense works as follows:

(hSecurityTokenReference:::h=SecurityTokenReferencé; T) = (Child;T)

3.1.10 KeyNamelement

KeyNamecontains a string that uniquely de nes a cryptographic key. returns an
abstracted version of the key that the KeyNamelement stands for. Once is automated,
the user will have to supply the abstracted key. For example,if the KeyNameontains a
\distinguished name" of an X.509 certi cate, the user will have to supply the identity
of the certi cate holder.



If the string de nes a symmetric key, then

(hKeyNamei :::h-KeyNamei; T ) = K
Where K = (HKeyNamei:::hFKeyNamei)
If the string de nes an asymmetric key then,

(hKKeyNamei:::hFKeyNamei;SIG) = SK(A)
(lKeyNamei::hFKeyNamei;ENC) = PK(A)

Where A = (FKKeyNamei:::hFKeyNamei) is the identity of the certi cate holder.

3.1.11 Keyldentifier  element

The Keyldentifier is a value that uniquely identi es a security element (cryptographic
key in our example). The value type and the way to process it ca vary and is de ned
by the designer and not by [1]. In our example theKeyldentifier ~ contains an X.509
certi cate of the responder.

(hKeyldenti er i:::hKeyldentier i;SIG) = SK(A)
(hKeyldenti er i:::hFKeyldentier i;ENC) = PK (A)

where A = (hKeyldenti er i:::hKeyldenti er i) is the identity of the certi cate holder.

3.1.12 ReferenceList element
is de ned over ReferenceList element in the following way,
(hReferencelListi :::h-ReferenceListi) = (hDataReference::=i)::: (hDataReference::=i)
(hReferencelListi ::;:hFReferenceListi; A) = (hDataReference::=;A)::: (hDataReference::=i;A)
3.1.13 DataReference element

When gets the DataReference element as an input, it does not return a value, instead
it creates a context for that can be retrieved later by (see 3.1.14 for example.)

(hDataReference URI = Ref=) = Context(Ref)
(hDataReference URI = Ref=i;A) = Context(Ref;A)

where Ref is the context name andA is the set of values of the context.

3.1.14 EncryptedKey element

The EncryptedKey element provides a way to encrypt a symmetric key with the re-
cipient's public key. Once again, when automating the mappng, the user will need to
supply the abstraction of the key that this element holds. We will mark this key K. In
this case,

(hEncryptedKeyi :::hFEncryptedKeyi) =  (hReferencelListi :::h-Referencelisti ;fK g);
fK g (hKeylInfo i:::h=KeylInfo i;ENC )

whereK = (hEncryptedKeyi :::hFEncryptedKeyi).

8



3.1.15 EncryptedData element

The value of of the EncryptedData element depends on the context of . The context
is retrieved using and aect in the following way:

If (Ref) is not de ned (in case the context Ref does not exist), then
(FEncryptedData Id = Refi:::hrEncryptedDatai) is also not de ned.

If (Ref) is de ned and the EncryptedData element has aKeylnfo element child

then,
(FEncryptedData Id = Refi::hrEncryptedDatai) = (hKeylnfoi:::h=KeyInfoi; ENC)

If (Ref) is de ned and the EncryptedData element does not have aKeylnfo
element child then,

(hencryptedData Id = Refi:::hrEncryptedDatai) = A
where A is the set of values of the context.

3.1.16 Body element

The body is abstracted in the following way:

If the Body element has noEncryptedData element child then,
(Body) = Body

If of the EncryptedData element is de ned and it is the only child of the Body
element then,
(Body) = fBodygf (hEncryptedData:::i:::hFEncryptedDatai)g

If of the EncryptedData element is not de ned and it is the only child of the
Body element then,
(Body) = Body

If EncryptedData is one of the elements in the body then the designer will have
to supply the applicative structure of the body and only the relevant part will be
dealt with. More details will be given in future work.

3.2 Example

We will now demonstrate the complete derivation of (M).

(M)
)  (MHeadel...WHeaderi), (hBodyi...nWBodyi)

) (hSecurityi...hW'Securityi), (hBodyi...WBody i)

)  (MBinarySecurityTokeni...n/BinarySecurityToken i), (hEncryptedKeyi...WEncryptedKey i),
(hSignaturei ...n'Signaturei), (hBodyi...nBody i)

) (hEncryptedKeyi...WEncryptedKey i), (hSignature...nSignaturei), (hBodyi...n/Body i)

9



) According to the protocol speci cation [13], of the EncryptedKey element is a
random generated symmetric key. We will give it the conventonal name K.)
(hReferencelList...WReferencelListi ,f Kg), fKg (rkeyinfo i::hekeyinfo i;:ENC) »
(hSignaturei ...n'Signaturei), (hBodyi...nBody i)

) (hDataReference URI=#enc /i,f K@), fKg (eyinfo i:::teKeyinfo i:ENC) »
(hSignaturei ...n'Signaturei), (hBodyi...WBody i)

) Context(enc,fKg), fKQ (keyinfo i::hkeyinfoi:enc), (NSignaturei...n'Signaturei),
(hBodyi...nBody i)

) ConteXt(enC:f Kg), ng (hSecurityTokenReference i :::h=SecurityTokenReference i ;ENC) »
(hSignaturei ...nSignaturei), (hBodyi...nBodyi)

) ConteXt(enC,f Kg)1 ng (hKeyldenti er i::h=Keyldentier i;ENC) (hSignaturei ---HSignaturei),
(hBodyi...nBody i)

) According to the designer's speci cation, of the Keyldenti er element is the re-
ceiver's X.509 certi cate. We will give the receiver the corventional name B.)
Context(enc,fKg), fKgpkp) , f (hReference URI=#bodyi...WReferencd)g,

f (PKeylnfoi...nKeyInfo i),SIGg, (hBodyi...nBodyi)

) ConteXt(enC:f Kg), fKgPK(B) ) f (rDigestMethod.../i)( (bOdy))g (hKeylnfo i:::hFKeylnfo i;SIG) »
(rBodyi ...nWBody i)

) ConteXt(enC,f Kg)1 f KQPK(B) ) fShal( (bOdY))g (PKeylInfo i:::h=KeylInfo i;SIG) » (kBodyi ---HBOdy i)

) Context(enc,fKg), fKgpkp)

fShal(f BOdyg (hEncryptedData Id=\enc" i:::hFEncryptedData i))g (hKeylInfo i:::h=KeylInfo i ;SIG) »
(hBodyi...nBody i)

) ConteXt(enC:f Kg), f KgPK(B) , fShalG BOdng)g (hKeylnfo i :::hFKeylnfo i ;SIG) » (I’BOdyi ---HBOdy i)

)

Context(enc,f Kg)’ f KgPK(B) ’ fShalG BOdng )g (hSecurityTokenReference i :::h=SecurityTokenReference i ;SIG) »
(hBodyi...nBody i)

) ConteXt(enle Kg), fKgPK(B) ) fshal(f BOdng)g (hReference URI=#myCert ::=i;SIG)
(hBodyi...nWBody i)

) The Reference element points to the BinarySecurityToken edment. According to
[13], the holder of this certi cate is the sender. We will give him the conventional hame
A) Context(enc,fKg), fKgek) , fshalfBodygk )dskp) . (hBodyi...WBody i)

) Context(enc,fKg), fKgpkg) , fshalf Bodygk )dska) » f Bodygk
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) T Kdpk) » fshalfBodygk)9gsk) » fBodygk

4 Results of analyzing example protocols

We now gquote messagd/', taken from [13] with slight changes: namely, we removed the
Namespaces and thélimeStampelement since it was ignored.

<Envelope>
<Header>
<Security mustUnderstand="1">
<Signature>
<SignedIinfo>
<CanonicalizationMethod Algorithm=.... />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/0 9/xmldsig\#rsa-shal"/>
<Reference URI="#body">
<Transforms>
<Transform Algorithm=.... />
</Transforms>
<DigestMethod Algorithm=... />
<DigestValue>... </DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>...</SignatureValue>
<KeylInfo>
<SecurityTokenReference>
<Keyldentifier ValueType=X509v3>...
</Keyldentifier>
</SecurityTokenReference>
</KeylInfo>
</Signature>
<BinarySecurityToken ValueType="x509v3" Id="myCert"> .
</BinarySecurity Token>
<EncryptedKey>
<EncryptedMethod Algorithm="http://www.w3.0rg/2001/0 4/xmlenc#rsa-1_5"/>
<KeylInfo>
<SecurityTokenReference>
<Reference URI="#myCert" />
</SecurityTokenReference>
</Keylnfo>
<CipherData>
<CipherValue>...</CipherValue>
</CipherData>
<ReferencelList>
<DataReference URI="#enc" />
</ReferenceList>
</EncryptedKey>
</Security>
</Header>
<Body Id="body">
<EncryptedData Id="enc" Type="http://www.w3.0rg/2001/ 04/xmlenc#content">

11



<EncryptedMethod Algorithm="http://www.w3.0rg/2001/0 4/xmlenc#tripledes-cbc" />
<CipherData>
<CipherValue>...</CipherValue>

</CipherData>

</EncryptedData>

</Body>
</Envelope>
Message: M'

In scenario #6 in [13] the following protocol is proposed.
1. Al B: M
2. Bl &AM
After applying to both of the messages we get the following protocol.
1. MSG 1 Al B : fKgpk) , fshalf Bodygk )dsk) » fBodygk
2. MSG 2. B! A fK2gpk(a) , fshalf Body2gk2)dsk) » f Body2gk2

Here A is an initiator who seeks to transfer some applicativedata in Body to B and

receive a response in Body2. A sends his certi cate, a key K tht he freshly generated
signed with B's public key, the Body encrypted with K and a signature of the encrypted
Body. When B receives the message he checks the certi cate iorder to make sure that
A is an authorized user, he decrypts the second element usings private key to get K,

ensures that the signature is correct and then use K to decrypthe last element to get
Body. B then applicatively creates Body2 and sends it back inMSG 2.

The author of [13] claim that the response (MSG 2) is authentcated.?

We checked this protocol with the following Casper authentcation speci cation:

Agreement(B; A; [Body2])

This speci es that if A thinks he has successfully completed a run of the protocol wh
B, then B has previously been running the protocol, apparently withA, and B was the
one who sentBody2 to A. Using FDR the following authentication attack was found.

1. MSG 1. I'! Bob : fKgpk@ob) » fshalf Bodygk)dskq , f Bodygk

2. MSG 2. Bob! I : fK2gpk() , fshalfBody2gk2)0dskob) » f Body2gk2

3. MSG 1. Alice! Igop : fK3gpk(gob) » fShalf Body3gks)dskaiice) » f Body3gks
4. MSG 2. Igop ! Alice : fK20pkaiice) » fShalf Body2gk2)dskgob) » f Body2gk2

On receiving the nal MSG 2 (step 4), Alice believes she has aopleted a run of the
protocol with Bob. The truth is that Bob was never actually ru nning the protocol with
her. The Intruder successfully impersonated him: there is herefore no reasonable sense
in which Bob's response to Alice is authenticated.

This attack relies on a previous run of the protocol (steps 12) which may take place
long before steps 3,4. The intruder uses an old MSG 2 to attackhe protocol in the

2The author emphasizes that the scenarios in the paper have nd been extensively vetted for attacks.
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second run by encrypting K2 with the public key of Alice, replacing the certi cate to
the one of Alice and sending it in step 4 as a message from Bob. nAinverse attack in
which the intruder is the initiator of the protocol in step 3 i s also feasible.

We also analysed scenario #7 in [13] in which FDR found a sim#ér attack. The protocol
after applying looks like this:

1. MSG 1. Al B:fshalfA,PK(A) gskca) )» shal(Body)gska) » fKgpke) » f Bodygk

2. MSG 2. B! A: fshal(BodyZpSK(B) ) fKZQPK(A) , fBody2gk>

We again used Casper to create the CSP model of the proposedgiocol. FDR then
found a similar attack:

1. MSG 1. I' Bob: fshalf!,PK(l) gskca) ). shal(Bodyl)gsk , f K1gpk(gob) » f Bodylgka
2. MSG 2. Bobl I : fshal(Body2)dskob) » fK2dpk(y » f Body2gk2

3. MSG 1. Alice! lggp : fshalfAlice,PK(Alice) gskca) ), shal(Body3)dskaiice) .
f K3gpk(gob) » fBOdy3gks

4. MSG 2. Igop! Alice : fshal(Body2)dskgob) » fK20pk(aiice) » f BOdy2gk2

The vulnerability of both the protocols is caused by the factthat neither of the messages
in the rst protocol and the second message in the second pratcol are bound correctly
to the sender. The intruder can use this fact for re-sending hose messages, pretending
they came from him. A simple solution to correcting the aw is adding the sender
identity to the signature (his certi cate for example.) Thi s prevents the above attacks
because then the intruder will not be able to produce a valid M5G 2 (in step 4) since
Alice will be expecting it to contain Bob's identity signed in the message.

We analysed the xed protocols and FDR then failed to nd an attack. However they
are safe only for a single run. When Bob receives a messagerfrdAlice he still has no
guarantee that the message was recently sent by her. The protol can be strengthened
further by using nonces or timestamps to prevent the intrude re-sending messages.

Those attacks are analogous to many found on protocols outde the WebServices
area. For example, the attack on the Needham-Schroeder Puldl Key protocol described
in [14] takes advantage of a similar aw (the aw in this proto col is that the identity of
the responder is not bound to the message.)

5 Re ections on WS-Security

It appears that at present SOAP Message Security is used fortte purpose of setting the
parts of messages which convey actual security in context,amely allowing the receiver
to see details of what the bit strings constituting signatures, encryptions, hashes etc are
meant to be. We have seen that because this formatting is pulit it is as easily created
by an intruder.

We indicated earlier that there is an interesting way in which SOAP can assist
security. This is because there are two examples of possibferms of attack that the
Web Services Security mechanism provides extra strength agnst, both of which have
been studied in the literature of cryptographic protocols.
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Type- aw attacks, where an intruder persuades a legitimate user thata value is
of a dierent type to what it really is, and exploits this in an attack. So for
example the intruder might persuade agentA to sign a value which A thinks is
a nonce or a hash value, but which in fact has other structureghat the intruder
can then use to impersonateA in some run with (say) B. The avoidance of this
type of problem (see [11]) for example, depends on the naturef the cryptography
involved, how it is used { for example whenever one signs sortling one adds
the signer's interpretation of what it is signing { and proto col design. In XML-
signature, the tag name of the element that is signed provide information about
the type of the element. Similar things are true about valuesthat are encrypted
or hashed. Therefore, SOAP messages that are protected by thWeb Services
speci cation are relatively resistant to type- aw attacks , with two caveats:

{ In order for the above mechanism to work, the signed/hashedéncrypted
object must contain a su cient description of the type so as not to leave any
ambiguity.

{ This mechanism only prevents type confusion by trusted agets of data which
is received by them protected by a cryptographic device theycan understand.

Protocol interference, where information gleaned from running one protocol can be
used to attack another. To avoid this type of attack the best gpproach is to use the
principle of explicitnesswithin the encryptions and signed data, and ensure hash
functions are context dependent. This would mean that insted of encrypting,
signing or hashing X, one does the respective thing to T;X) where the tag T
includes information such as which protocol this was done fig and which eld in
what message. By signing/encrypting/hashing a value in a S@P context we have
the machinery here to create excellende factotags.

We emphasise that the SOAP mechanism do not in general preverthese forms of
attack, but they do provide some protection implicitly. We h ope it might be possible
to strengthen the SOAP standard so as to guarantee absence tlfiese forms of attack.
This will be subject of further work.

6 Conclusion

We have demonstrated that the security of SOAP based protocts is essentially the
same problem as the traditional form of cryptographic protocol. We have demonstrated
the correspondence for a few protocols and presented prelimary work on the general
mapping.

The main advantages of this translation are rstly clarity i n the sense that the
abstract descriptions are far more concise, and secondly thavailability of tools such as
Casper to analyse the WS-Security protocols.

The usefulness of our method was immediately shown by the a#icks we discovered.
It seems clear to us that our methods or something very similaneed to be adopted in
the Web Services community when security is a concern.
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We note that because our methods give a translation to Caspenotation where
the whole area of protocol veri cation is well understood, they do not su er from the
restriction to only authentication speci cations reporte d in [2].

7 Future work

In the future we will present the complete formalised mappirg between the Web Services
notation and Casper input.

We expect that most or all of this process can be automated, sthat in e ect one
can simply input a WS-Security protocol to an extended Caspe and obtain a model
that we can input to FDR to test its security.

As far as we know, intermediaries is a poorly understood area in Web Services
Security. We are interested in \internalising” potential i ntermediaries in the style of
[4] and believe we then be able to model and check protocols thiarbitrary number of
intermediaries.

Of course the question remains of how we can draw inferencedaut general imple-
mentations from checks of small examples. The fact that we hae translated WS-Security
into equivalent Casper input means we can expect the body ragts that already exists
for standard protocols to apply here as well.

Lastly, we would like to look into SAML and extend such that we will be able to
reason about protocols that contain messages with SAML asstons.
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