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Abstract. We study data nets, a generalisation of Petri nets in which
tokens carry data from linearly-ordered in nite domains and in which
whole-place operations such as resets and transfers are possible. Data
nets subsume seweral known classesof in nite-state systems, including
multiset rewriting systemsand polymorphic systemswith arrays.

We show that coverability and termination are decidable for arbitrary
data nets, and that boundednessis decidable for data nets in which
whole-place operations are restricted to transfers. By providing an en-
cading of lossy channel systemsinto data nets without whole-place oper-
ations, we establish that coverability, termination and boundednessfor
the latter classhave non-primitiv e recursive complexity. The main result
of the paper is that, even for unordered data domains (i.e., with only the
equality predicate), each of the three veri cation problems for data nets
without whole-place operations has non-elemertary complexity.

1 Intro duction

Petri nets (e.g., [1]) are a fundamertal model of concurrert systems.Being more
expressie than nite-state machines and lessthan Turing-powerful, Petri nets
have an established wide range of applications and a variety of analysis tools
(e.q., [2]).

The analysistools are basedon the extensiwe literature on decidability and
complexity of veri cation problems([3] is a comprehensie survey). In this paper,
we focuson three basicdecisionproblems,to which a number of other veri cation
questionscan be reduced:

Coverabilit y: Is a marking reachable which is greater than or equalto a given
marking?

Termination:  Are all computations nite?

Boundedness: Is the set of all reachable markings nite?

By the results in [4,5], each of coverability, termination and boundednessis
ExpSpace-complete for Petri nets.

Many extensions of Petri nets presene decidability of various veri cation
problems. Notably, a ne well-structured nets were formulated in [6] as an el-
egart extension of Petri nets by whole-place operations. The latter are resets,
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which empty a place, and transfers, which take all tokensfrom a place and put

them onto one or more speci ed places(possibly seweral times). Hence,two sub-

classesof ane WSNs are reset nets and transfer nets, in which whole-place
operations are restricted to resetsand to transfers, respectively. As shown in [6],

coverability and termination for a ne  WSNs, and boundednesdor transfer nets,

are decidable. However, compared with Petri nets, there is a dramatic increase
in complexity: it follows from the results on lossychannel systemsin [7] that cov-

erability and termination for reset nets and transfer nets, and boundednessfor

transfer nets, are not primitiv e recursive.! It was proved in [9] that boundedness
for reset nets is undecidable.

Another important direction of extending Petri nets is by allowing tokens
to carry data from in nite domains. (Data from nite domains do not increase
expressieness.)For example, in timed Petri nets [10], ead token is equipped
with areal-valued clock which represernts the ageof the token. Multiset rewriting
speci cations over constraint systemsC|[11,12] can be seenasextensionsof Petri
netsin which tokensmay carry data from the domain of C and transitions canbe
constrained using C. In mobile synchronizing Petri nets [13], tokens may carry
identi ers from anin nite domain, and transitions may require that an identi er
be fresh (i.e., not currently carried by any token).

In this paper, we focus on the following two questions:

(1) Is there a general extension of Petri nets in which tokens carry data from
in nite  domains,in which whole-placeoperations are possible,and such that
coverability, termination and boundednessare decidable(either for the whole
classof extended nets or for interesting subclasses)?

(2) If the answer to the previous question is positive, and if we restrict to the
subclass without whole-place operations, do coverability, termination and
boundednessremain ExpSpace-complete (as for Petri nets), or are their
complexities greater? What happens if we restrict further to the simplest
data domains, i.e. those with only the equality predicate?

Data nets. To answer question (1), we de ne data nets, in which tokens carry
data from linearly-orderedin nite domains.As in Petri nets, transitions consume
and produce tokens. For a transition to be rable, we can require that the data
which are carried by the tokensto be consumedare ordered in a certain way.
In addition to such data, transitions can choose nitely many other data, which
satisfy further ordering constraints and which may or may not be presert in the
current marking. In the production phase,tokenswhich carry either kind of data
can be put into the marking. Data nets also support whole-placeoperations.

In the next few paragraphs,weintro ducedata netsin an informal but detailed
manner, for clarity of the subsequen discussionof cortributions of the paper and
relations to the literature. As an alternativ e order of presenation, the readermay
wish to postponethe following and readit in conjunction with Section2.2, where
data nets are de ned formally.

! Recall the Ritchie-Cobham property [8, page 297]: a decision problem (i.e. a set) is
primitiv e recursive i it is solvable in primitiv e recursive time/space.



Data nets are basedon ane WSNSs [6]. Markings of an ane WSN are
vectorsin IN?, where P is the nite set of all places.A transition t of an a ne
WSN is given by vectors F;H; 2 IN? and a squarematrix G; 2 IN° P. Suc a
transition is rable from amarkingmi m F¢, and in that caseit produces
the marking (m F{)G; + H;. Whole-place operations are performed by the
multiplication with G;.

Sincea linear ordering is the only operation available on data, markings
of data nets are nite sequence®f vectorsin IN? nf0g. Each index j of such
a marking s corresponds to an implicit datum d;, and we have that j joi
d;  djo. For eadh p 2 P, s(j)(p) is the number of tokens which carry d; and
are at place p. We say that such tokensare at index j. Now, ead transition t
hasan arity 2 IN. For a transition t to be red from a marking s, we choose
nondeterministically ¢ mutually distinct data. Someof those data may be fresh
(i.e., not carried by any token in s), so picking the  data is formalised by
rst expandings to a nite sequencesy by inserting the vector O at arbitrary
positions, and then picking an increasing(in particular, injective) mapping

the Reg(;; +1) areregion identi ers:

I‘l;:::;él)_’}L; (1);|(1)+ 1;:{'2:; (2) il;:::; ( t);l( t)+{tz;:::;jsy§

Reg( .1 Reg; .9 Reg . ,+

The action of t on s with respect to sy and is determined by vectors F; and
H¢, and a squarematrix G;, whoseelemers are natural numbers, and which are
indexed by

(fL:; 9 fReggjivgy 0 g P
It consistsof the following stages,wherei;i°2 f1;:::; g, R;R?2 fReg(i;i +1)
0 i tgand p;p°2 P.

subtraction:  for eadh i and p, F(i; p) tokensat index (i) are taken from p;2
multiplication:  all tokensare taken simultaneously, and then:

{ for eah token taken from p at index (i), G:(i; p;i%p% tokensare put
onto p®at index (i9, and for ead j °in region R, G;(i; p;R% p% tokens
are put onto p®at index j %

{ for eadh tokentaken from p at index j in region R, G¢(R; p;i% p°) tokens
are put onto p° at index (i9, and G(R;p;R;p° tokensare put onto p°
at index j ;

addition: for each i and p, H¢(i; p) tokensare put onto p at index (i), and for
ead j in region R and p, H{(R; p) tokensare put onto p at index j.

2 In order to have well-structuredness (see Proposition 7) and for simplicity, ertries
Fi(R;p) are not used, and neither are entries G:(R;p;R%p") with R 6 R’ sothey
are assumedto be 0.



Example 1. ConsiderP = fp;;p,g and a transition t with = 1 given by:
Gt |Reg(g. 1 Reg.
Ft R@l(o;l) 1 Reg(l;z) t o((i'l) 00 0((1)’2) p1
00 11 00 R&Yon| 10 00 00 P2
PrP2 PLP2 P1P2
00 20 30 |m
1 00 01 30 |p2
HiRego.y 1 Regu. 00 00 10 |py
00 21 60 ROua| g0 02 o1 P2
P1P2 P1P2 P1p2 PipP2 PPz P1P2

From a marking s, in terms of data represened by the indicesof s, transition
tis red asfollows:

1. adatum d is chosennondeterministically, sud that ead of p; and p, contain
at least 1 token carrying d (so, d cannot be fresh);

2. for eath datum d® d, all tokensat p; carrying d°are transferred to p,, and
vice-versa,

3. for ead token at p; or p, carrying d, and ead d°
are put onto py;

4. the number of tokensat p; carrying d is multiplied by 2;

5. for ead token at p, carrying d° d, 2 tokenscarrying d are put onto p;.

d, 3 tokenscarrying d°

SinceH; = F{G¢, the addition stage of performing t exactly \undo es" the sub-
traction stage,sot performs only whole-placeoperations.

In Section 2.2, the above will be formalised sothat t is rable from s with
respectto sy and i sy, JR K> and in that caseit producesthe marking
obtained from (s, JFK>')IGK> + JH K> by removing each ertry 0, where
JF K™ 3G K and JH(K>' are appropriate \expansions" of F;, G; and Hy,

Sincevectors 0 which correspond to fresh data can be inserted at arbitrary
positionsto re atransition, the linear ordering on data is assumedto be dense
and without least and greatestelemerts. Having a least or greatestelemern can
easily be simulated, and density is not a restriction when consideringonly nite
computations (as is the casefor the coverability problem).

We show that ane WSNSs [6] are equivalent to a classof data nets whose
transitions have arity 1. Data nets also subsumetimed Petri nets [10] and timed
networks [14], in the sensethat systemsobtained after quotienting by time re-
gions can be simulated by data nets, where the data domain is fractional parts
of clock values. Monadic multiset rewriting speci cations over order constraints
on rationals or reals [11] and over gap-order constrains on integers[12] can be
translated to data nets, subject to the remarks above about density. Mobile
syndhronizing petri nets [13], lossy channel systems[15], and polymorphic sys-
tems with one array of type hX; i ! f1;:::;ng or with two arrays of types
hX;=i! hy;i andhX;=i!
data nets.



Decidability. Using the theory of well-structured transition systems[18], we
prove that coverability and termination for arbitrary data nets, and bounded-
nessfor data netsin which whole-placeoperations are restricted to transfers, are
decidable. Thus, question (1) posedabove is answered positively. The decidabil-
ity of coverability for data nets subsumesthe results in [6,10,14,11{13,15{17]
that coverability is decidable for the respective classesof in nite-state systems
mentioned above, and in most casesthe proof in this paper is more succinct.

Hardness. To question (2) above, we obtain the following answers. We say that
a data net is Petri i it doesnot cortain whole-placeoperations, and unordered
i it makesuseonly of equality betweendata (and not of the linear ordering).

{ By providing a translation from lossy channel systemsto Petri data nets,
we establish that coverability, termination and boundednessfor the latter
classare not primitiv e recursive. The encaling usesthe linear ordering on
the data domain, for picking fresh data which are employed in simulating
writes to channels.

{ The main result of the paper is that coverability, termination and bound-
ednessfor unordered Petri data nets are not elemenary, i.e., their compu-
tational complexities cannot be bounded by towers of exponertials of xed
heights. That is a surprising result, sinceunorderedPetri data nets are highly
constrained systems.In particular, they do not provide a mechanism for en-
suring that a datum chosenin a transition is fresh (i.e., not presert in the
current marking). The result is proved by simulating a hierarchy of bounded
counters, which is reminiscert of the \rulers" construction of Meyer and
Stockmeyer (e.g., [19]).

By translating Petri data nets and unorderedPetri data netsto subclassesof
systemsin [11{13,16,17], the two hardnessresults yield the samelower bounds
for corresponding decisionproblemsfor such subclassesin particular, we obtain
non-elemerariness of verifying monadic multiset rewriting speci cations with
only equality constraints [11] and of verifying polymorphic systemswith two
arrays of typeshX ;=i ! hy;=i and hX;=i! f1;:::;ng[16].

Paper organisation. Section 2 contains preliminaries, including de nitions of
data nets and of seweral relevant subclassessomebasicresults, and an example.
In Section 3, we presen the translation from lossy channel systemsto Petri
data nets. Sections4 and 5 cortain the decidability and hardnessresults. Some
remaining open problems are discussedin Section 6.

2 Preliminaries

for IN[ f! g. The linear ordering on IN is extendedto IN, by having n < !
for each n 2 IN.



A set A and a relation  on A form a quasi-order i is re exive and
transitive. Wewrite a;, a,i a; ayanda, 6 a;.

For any A° A, its upward closureis "A%= fa2 A : 9a°2 A® a° ag. We
say that ACis upwards-closedi A°= "A° A hasis of an upwards-closedset A°
is a subsetA®suc that A°= "A% Downward closure (written #A9, closedness
and basesare de ned symmetrically.

A mapping f from a quasi-orderhA; i to a quasi-orderhA% G is increasing
i ay ) f(a]_) Of (az).

Vectors and matrices. For setsA and B, let AB denote the set of all B-indexed
vectors of elemens of A, i.e., the set of all mappingsB ! A. For example,
INI"T [ s the set of all N n® matrices of natural numbers. For a 2 A, let
a 2 AB denote the vector whoseeath entry equalsa. Let Id 2 IN® B denote
the identit y square matrix.

A quasi-ordering on A inducesthe following quasi-orderingon AB: v  °
i v(b) VvIb) forall b2 B.

Seguen@sand bags. For a setA, let Sej(A) denotethe setof all nite sequences
of elemerts of A. For s 2 Segy(A), let jsj denote the length of s, and s(1), ...,
s(jsj) denoteits elemerts.

For s;s°2 Seg(A) and a2 A, we say that s®is an a-expansion of s (equiva-
lently, s is the a-contraction of s% i s is obtained by removing ead occurrence
of a from s%.

For s;s°2 Sey(A), wewrite s s%i  s®can be obtained from s by permuting
its entries. We de ne the setBag(A) of all nite bags(i.e., multisets) of elemeris
of A asthe set of all equivalenceclassesof . Let 5 denotethe equivalenceclass
of s, i.e., the bag with the sameelemerts ass.

SupposeM; i isaquasi-order.The quasi-ordering inducesquasi-orderings
on Sa(A) and Bag(A) as follows. For s;s°2 Sey(A), wewrite s s%i there
exists an increasing : [jsj]! [jsY] suc that s(i) s (i) for all i 2 [jsj]. For
b;i°2 Bag(A), wewrite b B’i thereexists2 bands®2 Psuchthat s s°.

Well-quasi-orderings. A quasi-ordering on a setA is a well-quasi-orderingi,
for every in nite sequenceas;ap;::: 2 A, there existi < j such that a; g;.

Prop osition 2 ([20]). Whenever is a well-quasi-ordering on a set A, the
induced orderings on Sey(A) and Bag(A) also are well-quasi-orderings.

2.1 Ane well-structured nets

We recall the notion of ane well-structured net [6].3 Sud a net is a tuple
hP;T;F;G;Hi suc that P isa nite setof places,T isa nite setof transitions,
and for each t 2 T, F; and H, are vectorsin IN?, and G; is a matrix in IN® 7.

% For technical reasons, the formalisation of ane WSNs in this paper is slightly
dierent, but equivalent.



Markings of anane WSN hP;T;F;G;Hi are vectorsin INP. A marking m°

can be obtained from a marking m by ring atransition t 2 T, written m i mo
i m Frandm®= (m F)G;+ Hy.

As was shown in [6], Petri nets and many of their known extensions are
special casesof ane WSNSs. In particular, Petri nets and their extensionsby
(generalised) resets and transfers are equivalert to the classesof ane WSNs
hP;T;F;G;Hi determined by the following restrictions:

Petri nets: 8t2T G;=1d
reset nets: 8t2T G; Id
transfer nets: 8t2 T;p2 P 9p°2 P Gi(p;p) > 0

2.2 Data nets

Givenn 2 IN, let Regs(n) = fReg(ji+y 10 i ng.ForeahO i n,m n
and increasing :[n]! [m], let JReg;; .y K" = fj 2 [m] : (i) <] < (i + 1)g,
where by corvertion (0) = 0Oand (n+ 1)= m+ 1.

A data net isatuple hP;T; ;F;G;Hi such that:

{ P isa nite setof places;

{ T isa nite setof transitions;

{ foreamt2 T, 2 IN species the aritF}/ of t;
{ foreaht 2 T, Fy 2 INC [ReesC ) P ang F(R:;p) = 0 whenewer R 2

Regs( () andp2 P;
2
{ foreah t 2 T, G; 2 INW dJEResC ) P)" "and G(R; p;R% p% = 0 whenever
R;R°2 Regs( ), R6 R%and p;p°2 P;
{ foreaht2 T, H; 2 INC :ILRegsC o) P

SupposehP;T; ;F;G;Hi isadatanet,andt2 T. Any m ¢ and increas-
ing :[ ¢{]! [m] determine the following instancesof F¢, G; and H;:
{ JFK 2 INM P is de ned by
JFKY((1);p) = Fe(iip)  JRK'(j;p) = Fe(R;p) for j 2 IRKY
{ JG K 2 IN(™! P)* s de ned by

IG K ( (i);p; (1909 = Ge(i; p;i%p%
IG K ( (1); 01 % PY) = Gi(i; p;R; P9 for 92 JRK"
IG K (j;p; (19:p9) = Gi(R;p;i%p%)  forj 2 JRK"
G K (j;p;is ) = Gu(R;p;R;p9)  forj 2 JRKD
JGK"(j;p;i%pY) =0 otherwise

{ HK" 2 INI™ P is de ned in the sameway as JF K"

A marking of a data net lP;T; ;F;G;Hi is a nite sequenceof vectorsin
IN® nf0g. A marking s° can be obtained from a marking s by ring a transition
t2 T, written s!' 0 i there exist a 0-expansionsy of s and an increasing

‘[ ! syl sudh that:

“In (ii) and (i), sy is treated asa vector in INUSyIl P



() fj :sy(j)=0g Range();
(i) sy JF KM o . .
(i) s®is the O-cortraction of (s, JF(K>')IG K™ + JH K.

. tsy; .
We may alsowrite s "'l S0 orjusts! S0

Prop osition 3. For any data net, its transition systemhSeg(IN® nf0g);!i is
nitely branching.

2.3 Decision problems
We considerthe following standard problems:

Coverabilit y: Givena data net, and markings s and s’ to decidewhether some
marking s sCis reachable from s.

Termination:  Given a data net, and a marking s, to decide whether all com-
putations from s are nite.

Boundedness: Given a data net, and a marking s, to decide whether the set
of all markings reachable from s is nite.

Coverability, termination and boundednessfor ane WSNSs are de ned in
the sameway.

2.4 Classes of data nets

We now de ne se\eral classesof data nets. Figure 1 shows the inclusions among
classesof data nets and a ne well-structured nets in Propositions 5, 6, 8 and 9
below. In addition, the mapping N 7! ¥ and its inverse(seeProposition 6) pro-
vide a correspondencebetweenunary transfer data nets (resp., unary Petri data
nets) and transfer nets (resp., Petri nets). The dashedline represens the fact
that Proposition 9 doesnot provide a reduction for the boundednessproblem.

Unordered data nets. A data net lP; T; ;F;G;Hi is unorderedi :

(i) foreaht 2 T, R;R?2 Regs( ) and p;p° 2 P, we have G{(R;p;R;p?) =
G{(R%p;R%p9 and H(R; p) = H(R%p);

(i) for eacht 2 T and permutation  of [ ], there exists t®2 T such that Fyo,
Gto and H;o are obtained from F;, G; and H; (respectively) by applying
to eadh index in [ ¢].

Given an unordered data net hP;T; ;F;G;Hi, we write t t°i t and
t® have the property in (i) above. That de nes an equivalencerelation on T,
and we write t for the equivalence classof t. From the following proposition,
the same-bagrelation  between markings is a bisimulation on the transition
systemof P;T; ;F;G;Hi.°

- t
Prop osition 4. For any unordered data net, whenevers; I' s, ands§ s,
0
we haves? | s for somet® tands? s,.

5 Conditions (i) and (ii) in the de nition of unordered data nets suggestan alternativ e
formalisation, where only one region is used for indexing F, G and H, and only



(unordered data nets) transfer data nets

unary data nets =
ane WSNs

transfer nets

Fig. 1. Inclusions among classesof data nets

Unary data nets. A data net lP;T; ;F;G;Hi isunaryi:

(i) foreaht2 T, =1,

(i) foreadht2 T, there existsp 2 P sud that F;(1;p) > O;

(i) for eadt 2 T, R 2 Regs(1) and p;p® 2 P, we have G;(1;p;R;p%) = 0O,
Gi(Rip;Lp) = 0, Gi(R;p;R;p) = 1, Ge(R;p;R;p%) = 0if p & p° and
H¢(R;p) = 0.

Prop osition 5. Any unary data net is an unordered data net.

Given a unary data net N = HP;T; ;F;G;Hi, let ¢ = HP;T;F; G, Hi
be the ane WSN sudc that F, G and H are obtained from F;, G; and H;
(respectively) by removing entries which involve indices from Regs(1l). Obserne
that, corversely for each ane WSN N °in which no transition is rable from
0, there is a unique unary data net N suc that ¥ = N Both N 7! ¥ and its
inverseare computable in logarithmic space.

Prop osition 6. (a) For any unary datanetN , wehavethats!" s%i js§ = jsi
and there existsi 2 [jsj] with s(i) ! s%i) in M ands%j) = s(j) for all j 6 i.

(b) Covembility of s°from s in a unary data net N is equivalent to existene of
an increasing : [js§]! [jsi] suchthat sXi) is coverable from s( (i)) in ¢
for eachi 2 [jsY].
Termination (resp.,boundadness)from s in a unary data net N is equivalent
to M being terminating (resp., bounded) from s(i) for eachi 2 [jsj].

(c) Coverbility of m®from m, termination from m and boundednessfrom m in
an ane well-structured net ¢ are equivalent to coverability of hm% from
hmi, termination from hmi and boundednessfrom hmi (respectively) in N .

one transition from eadc equivalence class is represerted. Such a formalisation is
more succinct (exponertially in transition arities), but that issueis not important
in this paper. In addition, by Proposition 4, markings of unordered data nets can be
regarded as bags.



Note that Proposition 6 (c) can be extendedto a ne WSN with transitions
rable from O by adding an auxiliary placein which a single token is kept.

Transfer data nets. A data net lP; T; ;F;G;Hi istransferi:

(i) foreaht 2 T,i 2 [ (] and p 2 P, we have G(i; p;i%p% > 0 for some
i°2[ {Jandp®2 P;

(i) foreaht2 T, R 2 Regs( ;) and p 2 P, either we have G{(R;p;i%p% > 0
for somei®2 [ {Jand p°2 P, or we have G(R;p;R;p% > 0 for somep®2 P.

Obsene that (i) and (ii) are satis ed by the transition t in Example 1.

Prop osition 7. (&) Whenevers; It S, in a data net and sfl’ s1, there exists
s9 s, suchthat 2 1' 9.

(b) Whenevers; it sy in a transfer data net and s > s;, there exists 9 > s,
suchthat s2 ' 9.

Petri data nets. In Petri data nets, whole-placeoperations are not allowed, and
transitions can producetokenscarrying only data which were chosenduring the
ring. Formally, a data net hP;T; ;F;G;Hi is Petri i:

{ foreaht2 T, G; = Id;
{ foreaht2 T,R2 Regs( ) andp2 P, H{(R;p) = O.

Prop osition 8. Any Petri data net is a transfer data net.

2.5 Example: a le system

As an illustration, we now show how a le systemwhich permits unboundedly
many users, user processesand les can be modelled as a data net. A variety
of other examplesof systemsexpressibleusing data nets can be found in [10,
14,11{13,15,16], including a real-timed mutual exclusionprotocol, a distributed
authentication protocol, acommunication protocol over unreliable channels,and
a leader election algorithm.

We supposethere are two categoriesof users:administrators and sta mem-
bers.Let Administrator bea nite setconsisting of all possiblestateswhich an
administrator processcan be in, and let Staff be sudc a set for sta -member
processes(We assumethat Administrator and Staff are disjoint.) We consider
two le permissions,solet Permissions = fprivate ;public g. We also suppose
Contents is a nite setof all possible le contents. If le contents is unbounded,
the Contents setmay consistof nitary abstractions, which include information
such as le names.

The set of placesis

P = Administrator [ Staff [ (Permissions Contents)

Tokensrepresen user processesand les, and data which they carry represens
user identities. More speci cally:



{ atoken at placea 2 Administrator carrying datum d represerts a process
of administrator d and which is in state a;

{ atoken at placeb 2 Staff carrying datum d represerts a processof sta
member d and which is in state b;

{ atokenat placetr;ci 2 Permissions Contents carrying datum d repre-
sens a le owned by userd, and with permissionr and contents c.

To expressa write by a sta -member processin state bto a le with cortents
¢, which changesbto b’ and ¢ to c® we de ne a transition write (b;b%c;c9. It
involvesone user, S0 wiite (bbocic9) = 1. Firstly, it takes one token from place b
and one token from place c. They must carry the samedatum, which ensures
that the userownsthe le.

Furite (bboc:c9)(L1iD) = 1 Fugite (bipoiccy(1;6) = 1

The transition involves no whole-place operations, so Gyt (bhocco) = 1d. Fi-
nally, it puts one token onto place b° and one token onto place c® which carry
the samedatum asthe two tokenstakenin the rst stage.

Hurte (bocc)(Li) =1 Hurite (bbocicoy (1% = 1

The remaining entries of Fyyite (b:00c:c0) @Nd Hyyite (bibocico) are 0.

As a slightly more complex example,we can expressa changeof ownership of
a le with permissionr and cortents ¢ from an administrator to a sta member.
It involvesan administrator processwhich changesstate from ato a° and a sta -
member processesvhich changesstate from bto b°. Sincetwo usersare involved,
we have  change(r:c:a:a b0y = 2. As in the previous example, Gepange(r:c:aa %b:b9) =
Id and we show only entries which are not 0:

Fchange(r;c;a;a 0;b;b0) (1; h'; Ci) =1 Hchange(r;c;a;a 0;b;b0) (2; IT; Ci) =1
I:change(r;c;a;a 0;b;b0) (1; a) =1 H change(r;c;a;a %b;b®) (1; aO) =1
I:change(r;c;a;a 0:1;h0) 2bh=1 Hchange(r;c;a;a 0:h;h0) 2; bo) =1

In the change(r;c;a;a%b;b”) transition, it is assumedthat the administrator
identit y is smaller than the sta-member identity. To cover the opposite case,
and to have an unordereddata net, we de ne atransition change(r; c;b;b% a; a%.
The de nition is the sameasthat of change(r; c;a;a’ b;1°), exceptthat indices
1 and 2 are swapped when de ning Fcpange(r:c:b:boa;a® aNd Hchange(r :c:b:bo:aia0) -
The data net having the three sets of transitions introduced so far is un-
ordered and Petri. Implemerting the following action makesit no longer Petri,
in fact not even a transfer data net: all processesand les of a sta member
who has a processwhich is in state b are removed from the system. We have
crash (b) = 1, Ferash (b (1 0) = 1, the remaining entries of Fea6h () and all entries
of Hrash () are 0, and:

Gerash (s) LpL po)
Gerash (s) (L, p:R; pO)
Gcrash (s) (R; p; 1; p())
Gcrash (s) (R; p; R; p)

Gcrash(s)(R; p; RQ! pO)

0 forp;p’2 P

0 for R2 Regs(l) and p;p°2 P
0 for R2 Regs(1) and p;p°2 P
1
0

for R 2 Regs(1) andp2 P
otherwise



Many interesting properties of the le systemcan be formalised as coverabil-
ity, termination or boundednessproperties. For example, that there is never a
user who is both an administrator and a sta member amourts to none of the
markings s, for a 2 Administrator and b 2 Staff being coverable, where
jSab] = 1, Sap(1)(@) = San(1)(b) = 1, and sap(1)(p) = Ofor all p2 P nfa; bg.

3 Reset nets and lossy channel systems

In this section,we rst shawv how Petri data nets can expressreset nets, which
establishesthe dashedinclusion in the diagram in Section 2.4. The translation
presenes coverability and termination properties of reset nets.

Secondly we show that Petri data nets can also expresslossy channel sys-
tems [15]. The translation provides reductions of the location reacability and
termination problems for lossy channel systemsto the coverability, termination
and boundednessproblems for Petri data nets. Thus, the latter three problems
will be shavn non-primitiv e recursive: seeTheorem 14.

Prop osition 9. (a) Covembility for resetnetsis Turing reduciblein polynomial
space to coverability for Petri data nets.

(b) Termination for resetnets is reducible in polynomial space to termination
for Petri data nets, and to boundednessfor Petri data nets.

Proof. We de ne atranslation from resetnetsN = hP;T;F;G;Hi to Petri data
nets 0 = WP;T; ;F;G;Hi. Foreah t 2 T, let s¥ be a sequenceconsisting of
all p 2 P which areresetby t, i.e., such that G(p;p) = 0 (each occurring once).

The set of placesof N is formed by adding a placeto P: P = P] fpg. In N9,
ead placep 2 P will store a singletoken, carrying a datum which represens the
place p of N. The place p will store as many tokens carrying the datum which
represerits a place p asthere are tokensat p in N. More precisely for markings
m of N and s of N, we write m si for eath p 2 P, there existsj, 2 [jsj]
sudh that: s(jp)(p) = 1, s(j9(p) = Ofor all j°6 j,, and s(jp)(P) = m(p). The
relation  will be a bisimulation betweenN and M.

The transitions of N are pairs of transitions of N and enumerations of P:
T=ff :t2T " [jPj]$ Pg Supposem s, andlet bethe enumeration of
Psucdthat Y(p)< HpYi jp< jpo. Weshall have that:

(i) only transitions of the form f are rable from s;
(i) m!" mCimplies s § <Ofor somem®  s°
(iii) s i s%implies m I' m°for somem®  s°
Considerany f 2 T. We set ¢ = jPj+ jsdj. Indicesi 2 [jPj] will be used

to pick data which represen the placesof N, and indicesjPj + i will be usedto
pick fresh data (which are greater than all existing data) to simulate the resets

of t. SinceG; = Id is required for N to be a Petri data net, it remainsto de ne



If} and Ifig sothat (i){(iii) above are satis ed. Each ertry not listed below is
setto O:

Fe (i (i) =1 Fe (i p) = Fe( (1)) (i 2 [iPj])
He (5 () =1 He () = He( (1)) ( () 625)
Re (Pi+5sX() =1 He (Pi+irp) = H(sP() (i 2 [is{i])

Sinceany enumeration of P is storable in polynomial space,we have that
polynomial spacesu ces for the translation.

Given a marking m of N, let s be a marking of N such that m s. For (@),
we have by (i){(iii) above that a given marking m®is coverable from m in N i
someminimal s such that m®  sCis coverable from s in NP. For the rst half
of (b), we have by (i){(iii) above that N terminates from m i N terminates
from s. For the secondhalf, let N° be obtained from N (in logarithmic space)
by adding a place p° and ensuring that ead transition increasesthe number of
tokensat p°. Let s® be an arbitrary extensionof s to place p°> We have that N

terminates from m i NP%is bounded from s°. t
A lossy channel system is a tuple S = hQ;C; ; i, where Q is a nite
set of locations, C is a nite set of channels, is a nite alphabet, and
Q C fhg Q is a set of transitions.
A state of S is a pair hg;wi, whereq2 Q andw : C! .Foreadh c2 C,

the word w(c) is the corntents of channel ¢ at state hg; wi.

To de ne computation steps,we rst de ne perfect computation steps,which
either write a letter to the end of a channel, or read a letter from the beginning
of a channel. For states hoy; w1i and hop; woi, we write hop; wii ! perr hop; Wol
thereexistc2 Canda2 suc that:

{ either hgy;c;l;a;pi 2 and w, = wyfc 7! (wq(c))al,
{ orhy;c;?a;pi 2 and wy = wylc 7! a(w,(c))].

Let v denote the \subword" well-quasi-orderingon , obtained by lifting
the equality relation on  (see Proposition 2). For example, we have abbav
abracadabra. For states hg;wi and ho® w9, we write hgpwi w hg®wq i g= o°
and w(c) w wYc) for all c2 C, i.e., g% w5 is obtained from hg; wi by losing zero
or more letters.

A computation step hg;wi ! hg® w9 of S consists of zero or more losses,
followed by a perfect computation step, followed by zeroor more lossesThus, the
I relation is de ned by composingthe ! et and w relations: ! = w! o W.

The following are two key decision problems for lossy channel systems:

Lo cation reachabilit y: Given a lossy channel system, a state hg;wi and a
location of, to decidewhether somestate g% w4 is reachable from hg; wi.

Termination:  Given a lossy channel system, and a state hg; wi, to decidewhe-
ther all computations from hg; wi are nite.

Prop osition 10. (a) Location reachability for lossychannelsystemsis reducible
in logarithmic space to coverability for Petri data nets.



(b) Termination for lossy channel systemsis reducible in logarithmic space to
termination for Petri data nets, and to boundelnessfor Petri data nets.

Proof. Given a lossy channel systemS = hQ;C; ; i, we dene a Petri data
net Ng = hP;T; ;F;G;Hi asfollows. We shall have that Ns is computable in
logarithmic space.

LetP=Q] C] (C ). Stateshg; wi of S will be represenied by markings
s 2 Se(INP nf0g) asfollows. At placesin Q, there will be one token, which is
at g, and which carries a datum d which is minimal in s. For eac ¢ 2 C with
w(c) empty, place c will cortain onetoken which carriesd. For ead c 2 C with
w(c) = &g a and k > O, there will bedatad df d; sud that:

{ place c contains onetoken which carriesd;
{ for eath a2 , placetc;ai cortains one token carrying df for ead i 2 [K]
with & = a, and possibly sometokenscarrying data greater than dg.

Formally, we write hg;wi s

{ s(1)(g) = 1, and s(j)(g®) = 0 wheneer either j > 1 or q°2 Q nfqg;

{ for eath c2 C with w(c) =", s(1)(c) = 1,and s(j)(c) = Ofor all j > 1;

{ foreath c2 C with w(c) = a; ax andk > O, thereexist1< j§ < <j
such that s(j<)(c) = 1,s(9(c) = Oforall j°6 j¢, and for eah 1 jO |
anda’2 , we have

c
k
c
k

o ..o _ 1 if there existsi 2 [k] with j°= j¢ and a°= &
s(9(cia) = 0; otherwise

For ead read transition of S, there will be 1+ j j transitions of Ns, depend-
ing on whether the channel will becomeempty after the read, or the last letter
of the new channel cortents will be a®

T =fha;chasi @ hscliaigi 2 g
fhay; c; % a;p;"ishonici % @i @l @ hiciZaigi 2 ~a%2 g

When de ning , F; and H for t 2 T below, we show only entries which are
distinct from 0. SinceNs is a Petri data net, we have G; = Id foreachh t 2 T.

We shall have that, in computations of Ng, lossescan happen only when
reads are performed, but that will be sucient for the result we are proving.
Losseswill occur when the datum which identi es the end of a channel and
correspondsto the last letter is made smaller than the datum which corresponds
to the secondlast letter. (Observe that, in data nets, we cannot specify that a
transition be rable from a marking only if the latter cortains no data which is
betweentwo particular data. If that were not so, perfect channel systemswhich
are Turing-powerful would be expressible.)

Writes are performed using the minimal datum, which is then decreased:

haa;c;haqai — 2 thl;c;!;a;qzi(l;Q?) =1
thl;c;!;a;qzi(Z;ch) =1 thl;c;!;a;qzi(l; hc;ai) = 1



Readswhich make a channel c empty alter the datum carried by the token at
place c to be the minimal datum:

Frasc: 220,71 (1 )
Frasc;2aq.:i (25 F)
Fhquic;2:aiq.;71 (2; hesai)

1 hai;c; 2,a,02;" i
1 Hhgy ic; 220, 1 (15 %)
1 H gy ic; 2.2, (15 €)

2
1
1

The remaining readsfrom channel c decreasethe datum carried by the token at
place c to a value which identi es an occurrenceof somea®

thl;c;?;a;qg;aoi (1; ;)
Fhas c;%:2:02;20 (35 €)
th1;c; ?2:a;q2;a% (3; hc; ai)
Frayic: 22020 (25 he;a%)

1 haa ;¢; 7;2,q 2,20
1 Hig, ;220,00 (15 G)
1 H has;c; 7;a;q2;a0% (2; C)

1 H hgy c:2:2:0:001 (25 he; @) =

3
1
1
1

Now, the de nition of Ng ensuresthat the relation is an inversesimulation:
whenewer hg;wi s ands!  sY there exists ho® w9 sud that % w9 s and
hoywi ! hg® wi.

We write hg;wiv  si there exists hg¥; wYi such that hg;wi v hg¥; wYi and
ho; wYi s. It is straightforward to ched that the v  relation is a simu-
lation: whenewer hgywiv s and hgywi | g% w9, there exists s such that
hwiv sPands! s

To establish (a), given a state hg;wi and a location q° of S, let s be such
that hg;wi s, and let s° be such that js9 = 1, sX1)(g%) = 1, and sq1)(p) = O
for all p2 P nfqg%. By the properties above, we have that somestate hg% w5 is
reachable from ho;wi i somemarking s%° s is reachable from s.

For the termination part of (b), if s is such that hgq;wi s, then S hasan
in nite  computation from hg; wi i Ng hasan in nite computation from s. For
the boundednesgpart, we modify Ng by adding an auxiliary place and ensuring
that ead transition increasesthe number of tokensat that place. t

4 Decidabilit y

The following two lemmaswill be usedin the proof of Theorem 13 below. The
rst one,dueto Valk and Jantzen, providesa su cien t condition for computabil-
ity of nite basesof upwards-closedsetsof xed-length tuples of natural numbers.
The secondlemma shaws that, for computing a pred-basis of the upward clo-
sure of a marking of a data net, it su ces to considermarkings up to a certain
computable length.

Lemma 11 ([21]). Supmse B is a nite set. A nite hasis of an upwards-
closal setV  IN® is computablei it is decidable, givenany v 2 IN?, whether
V\ #fvg6 ;.

For a transition systemhS;!i and S® S, we write Pred(S9 for fs2 S :
95?2 SO s s%. If transitions are labelled by t 2 T, we write Pred;(S9 for

fs2S:09s°2 S0 s!' s



Lemma 12. Given a data net N, a transition t of N, and a marking s® of N ,
a natural number L is computable, such that whenevers 2 Pred,("fs%) and
jsi > L, there existss s with s 2 Pred,("fs%) andjsj L.

Proof. SupposeN = HP;T; ;F;G;Hi, and let
L= (+jsf+(+1 @7 1) M

whereM = maxfsqi)(p) : i 2 [jsY] » p2 Pg.

Considers 2 Pred;("fs%) with jsj > L. For somesy, ands® s° we have
s " 00| et s00= (s, JF(KY)IGK™ + JH K>, Sinces™is the 0-cortraction
of 500 there exists an increasing °: [js§] ! [jsyj] sudh that s%i) s){ Xi)) for
all i 2 [jsY].

For each nonempty P, P, let

s,” =fi2[isj] : 8p2P s,(i)p)>0, p2P.g

Since jsyj jsj, there exist 0 | + and nonempty P. P sud that
17" > M, wherel " = (JReg; .,y K’ nRange( 9) \ s,

Pick an index ij 2 IjP* of sy, and let it 2 [jsj] be the corresponding index
of s. Let  be the increasing mapping [jsyj 1]! [jsyj] with i; 62Rangg( y),
and Dbe the increasingmapping [jsi 1]! [jsj] with i' 62Range( ). Then let
s; (resp., s') be obtained from s, (resp., s) by removing the ertry ij (resp.,i%),

1= 1 and s‘y)(’t = (s; JFi Kfyj)JGt Kfyj + JHthyj. By the de nition of II-P+
andjl{"j> M, we have that s%(i)(p) M whenewr s(i)(p) & s ,(i))(p).
Hence,s‘y)‘1 s® sos! 2 Pred,("fs%).

By repeating the above, we obtain s s*  s? gsi L 2 Pred("fs%)
such that js¥j = jsj k for all k. Setting s= /S - completesthe proof. ti

Theorem 13. (a) Covemability and termination for data nets are decidable.
(b) Boundealnessfor transfer data nets is decidable.

Proof. SupposeN = hP;T; ;F;G;Hi is adata net. By Propositions 2, 3and 7,
we havethat the transition systemof N is nitely-branc hing and well-structured
with strong compatibilit y, and alsowith strict compatibility if N is transfer (us-
ing the terminology of [18]). Moreover, betweenmarkings of N is a decidable
partial ordering, and Sua(s) = fs® : s! s% is computable for markings s.
Hence, termination for data nets and boundednessfor transfer data nets are
decidableby [18, Theorems4.6 and 4.11].

To establish decidability of coverability by [18, Theorem 3.6], it su ces to
show that, givenany t 2 T and a marking s°, a nite basis of Pred;("fs%) is
computable. (By Proposition 7 (a), Pred,("fs%) is upwards-closed.)

First, we compute L asin Lemmal1l2.Forany 0 | L, increasing :[I]!
[ly] and increasing :[ (]! [ly] suchthat [l,] = Range( ) [ Range ), let

Pred}, . ("fs%) = fs:1=jsj" 9s® s 1 %



wheres " | s®meansthat s "’1  s%for somes, suc that Rangg( ) = fj

sy(j) 6 Og(necessarilyly = jsyj). Fromthe de nition of transition ring, wehave
that s "1 % s, JF K’ and s%is the O-cortraction of (sy JFt KY)JGt K +
JHK’. Hence,eat Pred). . ("fs%) is an upwards-closedsubsetof IN® [1. By
Lemma 12, it remainsto compute a nite basisof eah Pred't; ; ("fs%).
Supposethat |, and are as above. Givenany s 2 INY U, we have asin
[6] that Pred, . ("fs%)\ #sg6 ;i sy JF R and s <2 where sy is the
0-expansion of s such that I, = js,j and Range( ) = fj : sy(j) 6 0g, s%is
the O-cortraction of (sy JF; KY)JGt Ry + JHtKy, and the required operations are

extendedto ! by taking limits: ! n!'+n=n+!=1+1 =11 n=1]
0 ! =0,andn ! =1 for n> 0. Therefore, by Lemma 11, a nite basis of
Pred, . ("fs%) is computable. t

5 Hardness

Theorem 14. Coverability, termination and boundelnessfor Petri data nets
are not primitive recursive.

Proof. As shawn in [7], location reachability and termination for lossy channel
systemsare not primitiv e recursive. It remainsto apply Proposition 10. t

Theorem 15. Covembility, termination and boundelnessfor unordered Petri
data nets are not elementary.

Proof. For n 2 IN, the tetration operation a * nisdened by a* 0= 1 and
a* (n+1)=a*n,

The non-elemenariness of the three veri cation problemsfollows from shaw-
ing that, given a deterministic machine M of sizen with nite control and two
2 * n-bounded counters, an unordered Petri data net Ny which simulates M
is constructible in logarithmic space.A courter is m-boundedi it can have
valuesin f0;:::;m 1g, i.e., it cannot be incremerted beyond the maximum
value m 1. The following courter operations may be usedin M : increment
decrement reset iszeroand ismax

It will be de ned below when a marking of N\, represerts a con guration
(i.e., state) of M . Let us call such markings \clean". We write s! P s (resp.,
st s9i s! sPandsCis clean (resp., not clean). Hence,s! ! P s®means
that s®is clean and reachable from s by a nonempty sequenceof transitions in
which every intermediate marking is not clean,and s 6!' meansthat there does
not exist an in nite sequenceof transitions from s in which no intermediate
marking is clean. M will be simulated in the following senseby Ny, from a
certain initial marking s;, where ¢, is the initial con guration of M :

{ wehaves, 6!' and:
there existss; ! | P sPsud that ¢ is represerted by s
foralls; ! ! P s0 ¢ isrepresened by s®



{ whenewr cis represened by s, we have s 6!' and:
if ¢ hasa successoc’, there existss! | P s®with c®represered by s®
foralls! ! P sO chasa successor® which is represerted by s°

That M halts (i.e. reaches a halting cortrol state from c¢;) will therefore be
equivalent to a simple coverability question from s;, and to termination from
s, . After extending Ny, by a place whosenumber of tokensincreaseswith ead
transition, that M halts becomesequivalert to boundednessrom s; .

Each cleanmarking s of Ny will represent a valuation v of 3n courters Cy,
C? and Cfor k 2 [n]. C, and C? are the two courters of M, and for eath
k 2 [n], Ck, CQ and C2%are 2 * k-bounded. (Counter Cwill not be used, so
it can be omitted.) Ny will have placesOp, 1p, scratchp, lockp, checkedp
and uncheckedp for eadh D 2 fCy;C2;C2 : k 2 [n]g, as well as a number
(polynomial in n) of placesfor encaling the control of M and for control of
Nwm . A valuation v is represenied by s as follows:

{ foreach k 2 [n] and D 2 fCy;CQ; Co, placesscratchp , lockp and checkedp
are empty, and uncheckedp cortains exactly 2 * (k1) tokens and they
carry mutually distinct data;

{ foreahh k 2 [n], D 2 fC;CuCMyandi 2 [2* (k 1)), if the i-th bit
of v(D) is b 2 f0;1g, then for somedatum d carried by a token at place
uncheckalp , the number of tokensat by which carry d is i, and the number
of tokensat (1 b)p which carry d is O;

{ for eahr k 2 [n] and D 2 f Cy; C?; C2Y, eath datum carried by a token at Op
or 1p is carried by sometoken at uncheckelp .

Counters C;, C{ and C{°are 2-bounded, so operations on them are trivial
to simulate. For eah k < n, counter operations on Cy.1, C2,; and C, are
simulated using operations on Cy, C? and C The following shows how to
implemert iszer¢D), where D 2 fCy.q;C2,;;C%, g. The other four counter
operations are implemented similarly.

forCy:=0to(2* k) 1do

f guessa datum d and move a token carrying d from uncheckedp to lockp ;
for C/ := 0to Cx dof move a token carrying d from Op to scratchp g;
for CE = 0to C¢ dof move atoken carrying d from scratchp to Op g;
move the token from lockp to checkedp g;

forCy:=0to (2* k) 1do

f move a token from checkedp to uncheckedp g

Obsenethat iszerdD) canexecutecompletelyi, foreadhi 2 [2* k], the datum
d guessedn the i-th iteration of the outer loop represerts the i-th bit of v(D)
and that bit is 0. Place lockp is usedfor keepingthe datum d during ead sud
iteration, and it is implicitly employed within the two inner loops.

It remainsto implemert routines setugD) for k 2 [n] and D 2 fCy; C2; C29,
which start from empty Op, 1p, scratchp, lockp , checkedp and uncheckedp , and
setup Op and uncheckedp to represert D having value 0. Setting up C;, C? and
Cis trivial. To implemert setugD) for k < n and D 2 fCy41;CP,;;C,; g,



we use Cy, CJ and Cwhich were set up previously. The implementation is
similar to that of iszergD), except that all three of Cx, C? and C°are used,
sincewhenewer a datum d is picked to be the i" datum at uncheckedp for some
i 2 [2* k], two nestedloops are employed to ensurethat d is distinct from ead
ofi 1 data which are carried by tokensalready at uncheckedp, . t

6 Concluding remarks

We have answered questions (1) and (2) posedin Section 1. As far as we are
aware, Section 5 cortains the rst nontrivial lower bounds on complexity of
decidable problems for extensionsof Petri nets by in nite data domains.

The results obtained and their proofs showv that data nets are a succinct
unifying formalism which is closeto the underlying semartic structures, and
thus a useful platform for theoretical investigations.

The proof of Theorem 13 does not provide precise upper bounds on com-
plexity. It should be investigated whether upper bounds which match the lower
bounds in the proofs of Theorems 14 and 15 are obtainable. In particular, are
coverability, termination and boundednesdor unordered Petri data nets primi-
tive recursive?

Let us say that adata netis|;m-safei ead placeother than somel places
never cortains morethan m tokens.It is not di cult to tighten the proofsof The-
oremsl14and 15to obtain that coverability, termination and boundednessre not
primitiv e recursive for 1; 1-safePetri data nets, and not elemerary for 2; 1-safe
unordered Petri data nets. That leavesopen whether we have non-elemertarit y
for 1;1-safeunordered Petri data nets. That classsu ces for expressingpoly-
morphic systemswith one array of type hX;=i ! hY;=i without whole-array
operations [16,17].

We are grateful to Alain Finkel for a helpful discussion.
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